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1
Decision/action requested

It is requested that proposed changes are approved.
2
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3
Rationale

SA3 has agreed to take forward the FS_5GFBS - "Study on 5G security enhancement against false base stations" [1]. 
While a TR skeleton for the FS_5GFBS is still not available, it is only likely that there will be a Clause #5 as usual. The Clause #5 generally contains key-issues with its title, details, security threats, and potential security requirements. Since a TR skeleton is expected to be proposed in this meeting, we are proactively proposing a key-issue for Clause #5 in order to get an early start.
The proposed key issue is about investigating how the protection against unauthorized traceability could be further enhanced in addition to what the 5G system already has, i.e., SUPI concealment, and GUTI refreshment (see 3GPP TS 33.501 [2]).

SA3's investigation and recommendations could result as updates to 3GPP TS 33.501 [2] and/or as valuable inputs to other groups like SA2 and RAN2, and standards like [3], [4], and [5].
4
Detailed proposal

*** BEGIN CHANGES ***
[
m]
3GPP TS 33.501: "Security architecture and procedures for 5G System".

[n]
3GPP TS 23.501: "System Architecture for the 5G System". 
[o]
3GPP TS 23.502: "Procedures for the 5G System". 
[p]
3GPP TS 38.331: "NR; Radio Resource Control (RRC); Protocol specification". 
*** NEXT CHANGE ***
5.X
Key Issue #X: Enhancing protection against unauthorized traceability 
5.X.1
Key issue details

The 5G system introduced a new privacy feature that operators could use to conceal their subscribers' long-term identifier (SUPI) over-the-air. The 5G system was also designed from the start with another privacy feature which enforces frequent changes of subscribers' short-term identifier (5G-GUTI). See 3GPP TS 33.501 [m].

The above two new features already significantly improve resistance to false base stations trying to trace subscribers using subscribers' identifiers exposed over-the-air.
This key issue is about investigating further identifiers or information that are exposed over-the-air and which could potentially be used by false base stations to identify and or trace subscribers. Such exposed identifiers or information could be the ones used by (or terminated at) the core network or the radio access network
5.X.2
Security threats

Poorly used or unprotected identifiers or information exposed over-the-air could make it easier for false base stations to identify or track subscribers. The unwanted consequence being the following:

-
Subscriber privacy attack
5.X.3
Potential security requirements

The system shall support protection against unauthorized traceability of subscribers using identifiers or information exposed over-the-air.
Editor's Note: Depending upon the result of investigation, it might be that the final choices and details are not in the sole merit of the 3GPP TSG SA WG3 group. Hence, the final output (solutions, conclusions) from this key issue could also be inputs (LSes) to other groups like 3GPP TSG SA WG2 and RAN WG2/3, and other standards like 3GPP TS 23.501 [n], 3GPP TR 23.502 [o], and 3GPP TS 38.331 [p].

*** END OF CHANGES ***
�These references are proposed to be added to Clause #2 References.





